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One Time Password Challenge - Accessing HEALTHe NL through the Internet HEALTH@
If you forgot or misplaced your soft token follow the steps shown
below to get a one-time password (OTP) challenge/ soft token. This
applies as well if you lost your hard token. iii. The HEALTHe NL Self-Service Self Administration — Emailed OTP

Screen (Fig 3) appears stating the OTP will be delivered to your

1. Self-Registration and Soft Token Activation email. Click Ok and an email will be sent to your inbox.

i. Go to https://selfservice.healthenl.ca

The HEALTHe NL Self-Service Log In Screen (Fig 1) appears. Please note the email the OTP is sent to, is the one you provided

when you completed the HEALTHe NL User Registration Form. This
information was validated by you when you self registered for the
first time. To learn more about this see the HEALTHe NL Self-Service
Personal Information Screen page 1, figure 3, of the Quick Start
Logn Guide called: Accessing HEALTHe NL from the Internet.
¥ User Name: Plasse log in 1 elher sign up or You can find this guide at the HEALTHe NL training material website

multifactor authentication, or to administer

R EETE S in the following link:

Enter your HEALTHe NL User ID and Password and click Log In.

HEALTH(G SELF-SERVICE

* password:

— http://nlchi.nl.ca/index.php/ehealth-systems/healthe-nl/the-
w Forgotyour passwors? healthe-nl-education-and-training-materials

Figure 1: HEALTHe NL Self Service Log In Screen If something was incorrect and not reported at that time, contact
support@nlchi.nl.ca or call 1-877-752-6006 to have it corrected
The HEALTHe NL Self-Service - Challenge Screen (Fig 2) appears. before you continue to the next step.
Since you do not have your soft token available click the link
below the challenge field that says “one time password

challenge”. HE_ALTH(G SELF-SERVICE

s

HEALTH@ SELF-SERVICE Self-Administration

Self-Administration Challenge

Challenge A one-time password (OTP) will be deliverad to your Email.

Enter a response using the token with serial number 0908729821:

“
Cancel

® | can't answer this type of challenge right now. Please let me answer a one-time password challenge.

Figure 3: HEALTHe NL Self-Service Self Administration- Emailed OTP Screen

Figure 2: HEALTHe NL Self-Service Challenge Screen
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iv. The HEALTHe NL Self-Service Challenge OTP Screen (Fig 4) appears.
Enter the OTP delivered to your email. Click Ok.

HE_AL.TH@ SELF-SERVICE

@ A request to deliver an OTP fo the location you specified has been made.

Self-Administration

Challenge

Please enter the one-time password (OTP) delivered to your requested location:

|| Resend 0TP|
Cancel |

Fiaure 4: HEALTHe NL Self-Service Challenae OTP Screen

If you need the OTP to be resent, click Resend OTP and a new OTP

will be resent to your email. The OTP is valid for 24 hours.

The HEALTHe NL Self-Service Self Administration Actions screen (Fig
5) appears displaying 5 options to select from.

HEALTH|©® SELF-SERVICE

Self-Administration Actions
Please select one of the actions below or click Done if you're finished:

- | no longer have or can use my soft token device and don't have a replacement device.

- I've temporarily forgotten or misplaced my soft token device.

+ I'd like to try synchronizing my soft token since it doesn't appear to be working.

+ I'd like to recreate my soft token since | deleted its Identity from my device.

« I'd like to start using HEALTHe NL

Done |

Figure 5: HEALTHe NL Self-Service — Self Administration Actions Screen
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To access HEALTHe NL click on the last option “I'd like to start using
HEALTHe NL”. The HEALTHe NL Login page (Fig. 6) appears. Enter your
Username and Password and when the Token Authentication Required pop

up window appears (Fig. 7), enter the OTP provided by email.

HEALTH\|E

NEWFOUNDLAND AND LABRADOR
Welcome to HEALTHe NL - The Provincial Electronic Health Record

Password
S| Pesswon Login

Forgot your Password?

To obtain support for the HEALTHe NL Viewer, please contact your local Reglonal Health Authority Service Desk

HEALTHe NU Is the Province's electronic health record, and as such, it provides acditional Information to you at the point of care. HEALTHe NL consolidates

information from a variety of source systems across the province. While continuing efforls are applied 10 ensure accuracy and completeness, HEALTHe NL is
5. All in the

not an exhaustive source of information, Patient data may exist in other RHAs, community health, private clinics or
province are not yet connected 1o the Pharmacy Network; 10 see connected pharmacies, you ¢an view this |ist

sonal heaith through HEALTHe NL must be used In accordance with legisiation, such as the Personal Health Information Act,
applicable codes of conduc!, user agreements, and organizational policies and procedures. Access 10 the Information conlained in HEALTHe NL is sudject to
audit and Inapprop access will be 9 and may lead to withdrawal of access to HEALTHe NL and/or other sanctions as appropriate.

Figure 6: Access HEALTHe NL Screen

Enter here the one-time
password/ soft token
sent to your email

Token Authentication Required

— |

@  Token Response

Cancel Login

Figure 7: Token Authentication required pop up window

The email received will look similar to the email shown below (Fig. 8).
Please check your junk email inbox in case you don’t receive this email on

your main inbox.

From: noreply@healthenl.ca
To: Dr. Bob Smith

Co
Subject:  Temporary PIN from HEALTHe NL Service

Hello Dr. BobSmith

Your one-time password is 1ICKD828K. It expires on Fri Jan 22 10:30:48 NST 2016.

Entrust IdentityGuard

Figure 8: Email received in your Inbox when selected email option
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